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T

NVPNNN NP DIN INKRD D) IINN NNND YTNRN T 531N YTNRN 2953 PODN Man - .5.7
PNRIAN IN TI9DN TIY NEON N 19 ON KON, INIY NPTH M1 NN W YOMNDD YPHRN - .5.8

YOIN YTNIN MNOWI NN ,NNIY DY IRINK 7PN PODN ,INN DIPN 992 POON NDINN MY DN 5.9
NDY IOV IN VDY DIV 12 NUY KD 1PON NYID INKRD TWIANRY KD IR WM RO NN, 1PMOIVNI
DNNN2YORIVIN PTN MINDIND ORNNL IMN IPINRY,DTNNA P DYYNI P2 ONY IR YIDIY DI P

.Y NADIY DODNN NNINY

2 PIDYY IN ININID TROIMN MIWNN VAP IN PODN T2IY DV INNIVNA 7PN YONINNDD YTNIN .5.10
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TNN2 92YY XY DT YT, NN NIV DY NID ONDN YT 2D ¥aAP PHRTODN IN 19907 TIYY DD
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TN 19IND NITIVY MITIVN IWNK (state of the art) INP2 DOWITNN DINYNIVN DIYSNND NHYIN
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.(Two Factor Authentication) 2FA nn92 P wHRNWN M"Y .5.14.1

YTN2 DY) 252 NWNNN WNRNWND AWIRNDN NPYINN NIV NN NMINYIN NN .5.14.2
TN 9 TYNNN Zero Day moapnmy st TP 2910 NN OYINN .5.14.3

L0)OPNN NVIY wanwnn avnn pa Firewall nnn .5.14.4

PNV MOPNN NIONR NOWH  .5.14.5

POYT MANN NN T DY PN NPNY DT 3390 XIV) N P2INNN T awnn Yo Dy .5.14.6
.(Whole Disk Encryption)

VTN NNVAN DYDY VPN XIN DN DXYSNND NN L,YITOY DI 379900 TNYD PN PO
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NN NN Y NPNA NITHNY NNVIAX NNT DY NPHY TIN NPHRIN
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oV PRYNM MPN 93391 (191 FlashDrive 117973 ©095 ,n050 , 109N 71>TH 1)) 1) Y10 Y8N
DY PNIND MR INNRD T .DOVYPIANN DXMIPYN 1NN DYDY IPNNY DMNDN DI MNYTTH
YN PTAIIIMPY DIMIND DY NN PADN THHIY ) PTN INNNY N952) ,DApNNY YR MPPN

YN NN B9 S (Wipe) Non nipdnn

DINDY POON YT1Y NN MNN 1 MIYPNND XMINND SXIN I 7 PYD 19 Y PO0N NMMNNN
YN 293P MATY 0PN DIANYHRN IIYON D)

YN HNVIAN NP NMIPH ,PIN MYIHT2 ATNIY
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SNXOVINDA PT D) 2007-N7OWNN ,DYINY MDY PIN

909 9OIN .5.22
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%95 PAON HY NPTION NN DY NI ONNN ,3I0NDN THY DY ANI2) NYNIN NNIDNY
1977-370WNN ,PWNYN PIND 118 9yo 9D 15259 NdAY NNNMY Nt DOON
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PINN 295 PON NNN PN YN OV YN ROTY) QUNMY ¥y RN NDY ORNNI
(273191 N THN PNV YNOY YT 12 WV YN PONIYN

MNP OINPN QY MTMNINN .6

Y 6.1

NIV DY PADN D¥I0ND N NIDI 29 DY PMINA NTNY TNXDY,NT NI NN N NDODIN  6.1.1
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T NN 6.2
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P01 5Y YT PIDND INTVN TYN 12D NPN 1PN IN NTNVIN PN .6.2.1.4

DYPADNN DXMIPYA IN DINNTNY IPNDY MOIWYNI NINIRY NOWN IN DYIIN .6.2.1.5
.onY

099 95 HY VPRD MYNIND DY DIPNTIM 1907 TNYD WTIND PADN DY ,MINRD NP1 .6.2.2
9290 SWIPN D10 ININRD 12700 YVIPRN DY NNTY PIDN DY 90102 DT VPR DN’ GO0
: DINAN OWNNINDN TN MyNNNA (CERT)

.119 99092 120 ONPN DINNY OYNIND 33190 INPN DIPN PN .6.2.2.1
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YN NN IN NYIINN DN ININD DIITTN NN YIPNI

JTOY VYN VYPND NONVDI NP, IMYNIND IOIN VPN DY HOHDI N .6.2.3.2
9PN TN PN IN IWIN TWUN MOIWNN .6.2.3.3
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DOYD 6.2.2 PYDA VNN NN IR NYTIN .DIDNN 29D PNMPNNNI

MNIPH HNPra 6.3

PO0N NTNRY MTIN TPNNPN NNPIA,INPN DY MIYD NNK LYNID ORYI 7 11900 T .6.3.1
T NNPI.DOPNATIY DIMPYN NPADN NNDNA 121D NPVIN YNNI NNVINX MYIT
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MNDIV 5N NONN NIAND .FPNVN MXDIV MYIT) ,DOVUPIANN DINIPA IV TNNY
.DOVYPINN DIXIAPN NPX TWINOY J9INDY , TYNINA ININNDN P79y, 1PNVN

TAN 992 NYTY NNV IR POIND MM 1NN ,NNO0N INXDY NON1N NHIANN DY DINONA
DMV PAYN NINDAL POINDY DY NNINRD OIN¥APIN

6 DY NYY NOW INT P92 NN INRD IWINRND DI DTPI ,9IVD NAMNNI NONN NIAND
72NN SY YNRN NN P2 IWNND MNNRNN NNHYND ,NMIT 9272 NYTIN TYINND DOWTIN
2735 YN MOIWN P NONN

YNNI DINIAP INA DIDN NN Y 7PNN M) PIAY NOND NN P2 YHRN NN
LOPUMVLIX DXPYNN

NI2YND YTV YD MYNNNI L0111 NIV VYN 271D PAD NIND NIANN P2 YTIHN NN
.DONIP NI2YNY I INA D01

299Y TN YN0 9909 PYNNN DY NN DYDY Y9V TH NN OV I 91O pwnn Yo
LDOPYNNN TAN D35 VDY 95 Y1AP NN YIAP VNN W PYHRNN ONIP DD
ORI NIvWN HY ERP -0 no9yn 'y NXAPD 1N 99190 1NN YN DINMN

D5 NYYIN TIN ,NN2) MDONI OMVN DXPYNNA DINMN NN PADY NINN NIANN NNINNKI
DD WD PYNNN INIAP DI TYNNLINTIPY DIDD 9 DY DINNIN MPIAD NPT Np>Ta
.DMMN MNOVI MPPN NN PITAY NIND NN NPINND)

MYV 24 O 7 SW NN DOPYNNN NIAYN NNVYPN DY MPNID INTN NORN NIAND
X724
,172Y0 MV ,NDDN ,MTYN NN ,0pwnn MNd MIY 1.1 9yoa opwnnn V1N

DYONANM YTNN NIAYN MNNNND THX DI N1AY ,PYNN DILVLD NN ,DIXIAPN MNY LI
oo

.SAP — Pl 5w oxap m7ayno yann mysnna ysann Online —nosyy niayn .4.8.1

™MayNY XM MYSNNA y¥ann Batch — N9y n»YNY Mayn) ony mHavn .4.8.2
.SAP — Pl v ooxap

(CYBER ARK) m505 n)21n MysNnNa y¥Inn ¥ 100 NIvn

NOY DXAVNNN 197D (NN + NIDIN) MYITIN MNRNNN YD NN YNIN NORD NIIND

NVIND NN 7D IR DINTN NN NODIN NHYIN TNIND

XML, CSV, TIF, PDF, DOC, TXT : v1n7192 08¥2p/0°01 910 1Ay NYI1dd nwam
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(RE] mM1n 7 NN YN ov
IANNY
NN .

g Batch n 191770 172NN MPION N
N8 NY
INOY

NPn o NPON NPNN
%391 Batch n =) {akapsiany! AN
N8 NY
INNOY

NN . ,

%391 Batch n 91770 172NN nYNIVYN 2
NS NY
(ANNY
M"n
nbnh)
NS NY
(ANHY

M . o NPON NPNN ONIN
g Online n 1910 172NN 011NN
NS NY

Batch 1 19130 NHaNN MRKAIA T

3 — 1Y) UTHIND NONNA W) PYNND - NIVYNN SINND PYT MPAON pynn  4.12.1
92> NP (NN APIWN NTIAYN D12 NTIAY D IPN 9N PIRND DN ,WTIN2
19952 NMYYN NTIVN NHDI2 1YY MPOONRN .ONVIND MPAONN 1IN Y90 NN
P PYNNI MPIOND NN .NMOY NPADRN TYIN ,TNONIN /DN ,IINN NO NN
.DWYYNY IPAY TUN NPNIVND DINININ
.Batch - »¢min : pwnon mn
M < DN NIAND = PYHRN PP
.1 9901 NY2V2 V9N XNIPN MIN

,UTINA 3 — N TY) WTHIND NONNA WP PUNND - BYHIVONRMIN NPON PN pYnn  .4.12.2
995 NN 957 XIPN .(N2N 2PN NTIAYN D2 NTIAY DY IR DN PINNN ON2
IN/ NPONN JPNN Y09 DI NN 1D PYNNN 7 SY DIXNVLIIN NPONN NPNN
TN THPY D290 DXVIN NN ,NVNN) OV ,TIORIN 7ON : D13 NOUNRIND
27 12D NONRN NIAND P2 )PIND
.Batch ->vmin: pwnn MmN
Y1) < N NIAND = PYNN PP
.2 9905 N2V VLN PYWNNN NN

DN1 ,¥TINA 3 — N TY) WTIND N2ONN2 YO PYNNN - HPNIVYN SYUNN punn .4.12.3
NI D5 NN 5D XNNPN (XIN 2PN NTIAYN D2 NTIAY DY INN DN PIRNN
NPNIVNN PYNN .ONVXIND OIPOT NPIOXR NIY NIVYNN 2PN NPNIVNN
MIPOONRN DY OUTIND PYNN IDAPNNY 9 DMINID NININ NNOYINA M
.Batch ->vmin: pwnn MmN
M < NN NIAND = PYHRN PP
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.39901 NY2V2 VNN PYNNN NN

DON2 ,UTINA 3 — N TY) YHIND NIONNA WX PYUNNN - ©INPNN SYNN punn  4.12.4
T2y DMNNN 937 NP .(XIN 2PN NTIAYN DY NTIAY DY INON DN TIRNN
IPAY DINMN I PAD NORN NIANN P2 DIDNA DIVON DMIVRIIN MPION
.I0WNRN PN Y ITHPY INN NNV DI INA ,DTIPN MITIOPN YN DY NNva
.Batch - »wnin: pwnn MmN
M < NONN NN PYNRN IO
.4 990 N2V VLN PYWNNN NN
NYOIT 29 DY MININ DY QO PYNND - BNONIIN APON MIPHN ININ pYNn  .4.12.5
ONRVVNPONN JPNN NNNY X9D DIPOTN ININ NX DD PYNNN ,NIOWNN NI
P97 D18 NMIND YOI NOVIY NMNINI M DY YTINN MDIYN NN JI12I0N 1 DY
APNN2 PN TTRD DNNNA NIMID NYITI MND ,0°12180 N9 NN NN
.Online - QU : PYwHP NPT
M < IIND NN = PYNIN D
.5 9901 NP2V LN PWNNN NN
990 19202 MOLNMIN MP>TAN DI ,0°IN) MPPN MP>TA YNID NONN NHIANN NPINNL .4.13
(9599 Y0MAY DYPYNNNM THX Y 230 1NDY) 7N DINAPN NIAYN DIV NNNY ,6
OIND WAPY ,D¥PYNNNN THN 92 Ny DXWITIN NIPAN X20NM DNYION ,0XpwNNN Nan  .4.14
Y2IVUNNN TIXY DRNND NI 7N PAY NORN NIAND P2 MIYPNNN NINN TYIIL Y90
172NN Y 2IWNNN MDIVN P2 NHRND YD 1IN DY AN 7PN MIYPNNN Ny 0PN
P2 PRI PN LGQOWY YN PIDID AWARD TN O M) DY 2IWNNT MDIWN P20 NONRD
270 5 YTINN MDIYNA DMOPN YTHIN PAD NN NIAND MDIYNI OIPN YTINN

(1 99910 NYAV) - NIVYNN MINNY PYT NMPION PwpN 5.1

=)pla) TN No NTv DV NTY NN
1 1 CHAR SUG_RESHUMA_1_2 1-2 MMV Mo
173N NP
2 2 CHAR KOD_HEVRA_MISHT Aown
4 10 CHAR MIS_HAZMANA_SUG N 90N
NTIVN 19910
14 8 NUMC MIS_TEUDA_MISHLS8 NPN MOVN
8 7N
NTIVN 19010
22 8 NUMC MIS_TEUDA_MISHLé PN NMOWN
8 7N
30 6 NUMC ATAR_ZRICHA N5 NN
36 8 DATS TAARICH_MECHIRA NN PIND
a4 112 CURR | SACH_NET_MISHLOA | 7770 o
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(m)[pJh] TN No NTY OV NTY NINN
57 11.2 CURR SACH_MAAM_MISHLO | n7ynono
70 4 NUMC MIS_SHUROT_TEUDA | MY 12bn

722
74 1 CHAR SUG_RESHUMA_3 3 NNV ND
75 8 CHAR MAKAT_HAPARIT 99N 190N
83 7 NUMC KAMUT_MECHIRA 17910 MnNd
90 7.2 CURR MECHIR_NETO_PARI YOI PPN
99 11.2 CURR MECHIR_NETO_SHUR Y PPN
112 11.2 CURR MAAM_SHURA NNV NIYN
(2 9901 N22V) - DNV NPON NPNN 5.2
2P DIPM VLOPL -LNPNY
0PN TN NO NTY oV NTY NN
1 6 NUMC FLSTATIONID 1PN 1901
7 30 CHAR FLSTATIONTXT PNN NN
37 2 CHAR FLSTATION_TYPE 1PHN NO
39 1 CHAR FLVAT 1Y DY PN
47 8 DDMMYYYY FLBGDATE NOYON TINN
55 8 DDMMYYYY FLENDDATE 170 PINN
57 2 CHAR FLCLOSERSN e e
(V12P 5TNN NI TIY) NPOM DNV - 04 - PN ND
(n7yn oy) X -nryn oy ipnn o
"M -01 TONDY/NPON JPNN N0 ND
YPoY - 02
POT NN PV - 03
.119YI8Y 90 INRM DT 1O NI PIND
(39901 NY2V) - NPNAVN PYHN 5.3
V2P DIPM LOPL -LNPNY
(n)pla} TN NO nTY NTY NIND
1 9 NUMC MIS_HESH_MAKO “”’Jgg‘v’ﬁ"”
10 4 NUMC MIS_SHURA_HESH_M | m»awvn nnw
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(m)[pJh] TN N0 Y DTV NN
14 8 NUMC MIS_TEUDA_MISHLs | mbwn nTvn
22 8 CHAR MAKAT_HAPARIT “m; ;‘79"’9
30 20 CHAR HESH_DESC NIVN NN
50 13 CURR | TOTL_EXCLUDE_VAT Nbg,;‘)‘:D
63 13 CURR TOTL_VAT JalaVaRu)mlv]
NPOYN DO
76 13 CURR TOTL_INCLUDE_VAT S 597
(4 79010 NYV) - ONVPN PYNN 5.4
V1A DIPMI LOPLY -V
(=)[plA} TIN N0 NTv OV DTV NN
1 8 CHAR MAKAT_HAPARIT | P90 1IN 19010
971N TINN
9 8 DATS DATE_FROM " PhD
17 8 DATS DATE _TO TV 9PN TINN
25 112 CURR PRICE VNN
38 11.2 CURR PRICE_UNIT PON NP
51 3 CHAR UNIT_MEASUR NN NN
(59901 NYAV) - OINVNNNVNPON PN OINYN PPN .5.5
XML -vpma
maYn TN N0 nTY OV DTV NN
ANV 'OND DONNNA
/ NPON NPNN PYNNa 6 NUMC FLSTATIONID P97 MHINN 7901
D>IVNXIM)
10 NUMC BULK_ID 7218 790N
8 CHAR FUEL_TYPE P90 N 190N
9.2 NUMC STKONUSE P97 DI Mo
9.2 NUMC STKONHAND I ONIN NNDP
9.2 NUMC STKONBALANCE PYT N
A1 8 DATS STOCKDATE DTN PIND
6 TIMS STOCKTIME DTN NYVY
8 DATS FILLINGDATE 9218 MY PIND
6 TIMS FILLINGTIME 9218 9N YV
9.2 NUMC STKONFILLING 928 M9 MNO
PPN NS /PPN 2 CHAR STATUS TV DIVVLD
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8 DATS

DATE

DIVLVLO PINN

(6 1901 NYAV) DPYNNI MVITI MP>TA 5.6

mIyn NPYTAN HY I8P NMNON zian! [PASJA)A
NPYTA> NN XN XD 1NN TI MNWN MNd N
NIVYNY NYIND 5% 1 NP2 OVTIND YXINNNIN mn MPIv MpavK
nYav Y NPrTa NIVYN DY NIN OOPITN IPND I INN
Y9N NN SNAY NN DM MPION
NIVYNN DY MINTNA YN POT ND o7 NO MND) MPOON
NNY DINRND NPOONRD PINNN NN
M M M
NN DM NPT NV TDYNY PADN 1A YD NN NN MPOON
DIYNRN NYYI DIRNN HIYHRN WON B
APODRN TINa n1YR MNDI MPOON
9109 NINA NNNT INNRD N7YN AVIN KD B
(MR DY IND N7YN MND)I MPION
Y b) b
NN DY NNV EJ;\:_)npwnm NN N I MPODN
S TPIND NN ONM NN IMND MPODN INY INND N
99N NO DNON PINNI n7193 NPSON MPavR
PHHRNY PITA0
WIAPIV 293 DINRIND NN DMPN PNHNN
NNINN NN DNIN NN M0 oOMPNN
y > Y
050NN T107 D P25 NONN 1IN P2 DODNA
NP>T22 1IN YXINNIN XNN NI TPNIVNN T R R
NIVVYNY NYINN 5% 1N NP OVTINND mpav NIV
UTINI NMOYN MTIVN 20 -5 — MPOOXR 6.1
.DOUTIN 24 DY NAPN MNIY 120NNN YTNN NN NOYN NN NHann 7.1
SV YTRN NONN NIIWNA YWD HY NIPNIY 7,010 MDNNI N0 INTN IOND NHann - 7.2
212010 NOIYNN DINMN NN ITNWY 112 7P NONN NI2ND
IDNYN M2 TIVHN MYSNNI HNYNN NPADNI NOPN DY NIPNRY NOIY PIN NONN NIAND 7.3
NN 2YNY 1 7P XD 12 1% )70 DY YPHRN NN DNITY DINITY I NRna 8.1
NYOIT Y9 HY TN DNIN PIAYND INTY IO MOIWNI DMNNIN DX PO0N NNY> OMNNIN
.10vVNN
NITY NIV MNXNNN VINXAD MDIWND PODN WAT DINMN NN MPY IV NN 8.2
PMOIYN DOPYNNN
DN NIIYN Y NYYN MNP DX DOPYNNIN TN YI5 MM MION MP>Ta vda 9.1
9NN 192N 00 NI VT PYWNN DY NIPN INA 7HID NORN NIANNN
DOPYNNNN TNX D N2Y DMNN) NN DY MBOPN NOYIN MPXTA VYD NoIAPN MPPTa 9.2
2782 30 NN NN TN 1 VNI DY YONOY
172NN NIV DX 27N PAT NIND NIAND P2 MIYPNNN NDONN DY IVND NYIAP MP>Ta 9.3
D7) NOND
M2WAT ,XININ MYOIT M9y YN NNVIX DIW»Y MYIITN MININND MY PYo1a - 2095 .10.1
BanRlY)al)
OOWIN - YN NNVAN  .10.2
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Confidentiality — nv»1o nvnw  .10.2.1

;19NN DY DINN MMPY 191 INIY NIVWN DY YN NOWN NYIN NN .10.2.2
AMVNY TR PAD DY YN NOOWN NYIN

NPOONN NIVAYD NYUP NOW NN DIND YNN DY NOWN NN YN oYY .10.2.3
W DIND YTHRN NHVUN NI

Integrity - ymnn My .10.2.4

92YY 295 MNPNN YTINN YIDY OIN NNVIN ONPND YN INY VIV Nydn  .10.2.5
PINN Y INVNIPN MMNNX NPNY TN ,NOIYNI

Availability -ymnn m»nt  .10.2.6

NPV NPOAN NN NN YW YDRN NOWN Noan ny»n : DOS -mw nyan  .10.2.7
STon NIRNIND

YTNRN N ,MOIvNN Yv (Redundancy) mdne sy - mpwn Moy nnvan  .10.2.8
.DRP — mwn Moy nnvan »onm D110 INNI VINOY ,PN1IN INXA INHYY

(D7102) YN NNVANOYNSHN  .10.3

YN NNVIAN YNNI NPNTNOV MYNNNI MNVIND IMIN NOND MOIWYN  .10.3.1
MOIWNY NYITN ,NMA) YN NNLIX NN NOVIND TN DY PV OONPNN
IURY DN INDH MOWN NNVINRY SPOYN ITHINT DAIPND ,NPTIN-27 INON

INAY DHVWN DY YN NNVLAN NPYNN Y'Y MIPADHN MOIYNI IIVIND

P90 NN MW MIPIY TAN MPD 21N DY NVN YIDOW OITOP NN WNmd NORN - .10.3.2
NN PADY TN

PN DY MAPNN NYNINY PV DONPNN DIYNNN NOIYNI 25 NONN .10.3.3
PN DY VNANO

INIYIN L, ININD YN NNVIAX DY ININKD IX DMINN DY MY NN POY wspn .10.3.4
A0V AWPN Y079 IR VI, PMONDM

NNVARMD OOM) NNY L, TININD YTNN NNVIX NPT DY PMY I8 wsnpn - .10.3.5
PTHN THONA IMNNNRA TINYD YT DXNHDYPNHN

OV TN 98D W .IPMOOVN YN NNVIAND PTY MY TONN DN wsnn  .10.3.6
NP DN MY TONN DW»

NP .10.4
MYNNNI 7PNN IRIY NIVYH NYID NONND NN NYI P2 NN Pn Y5 1041
.cyberark monwm 511 mysnxa NILYWHRN HY MADI PNYN YY DIXIAP NN
. MDD MY Hn cyberark Mpd niom mMysnNNa 0oN YA N PN .10.4.2
170YNN NYIY MONN NYI P ROIYID NPY NNVYPN MINKRD  .10.4.3

VAN XY XSd VN9 NVIODN DY MV NNRN VAP NONN NIIWN2 DN ND YD .10.4.4
.20 YY UNIN DINON NOY DMIDN NIV
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DMMVPH MPhvh DNVIAN

NINK NIIYN D1 TI9M NYI VINID MYSINT NONN MIIWN NX PPN NONN
. NONN NN PON NPN IWYNX DY

MVLIN VIIVIRND NV INVVPNRN NIV NTION DIVON NYXINN PNVINIDN
.PPADY HNIY NVWN DIND DINPRN DINNY

IUN, DY MONPN NNYPN NPNIVA NNVIN MDIYN 12TV DYIN> ,PPNd NN
. MINON H9Y Y

FireWall —wx nnn

IPS - ny 10 nyand noayn

ANti-Virus - mm Tt naom ny»nI D11 PUIN

MY NN GOV IPIND TP ,NIIWNY NPT WD IWUNR DIPIN DT NONN
NOIWHNN NNLANA DPINN

GMmVYN NN 7Y ITTIVY 295, 0MIPRD YTNN NNVIN SYNNIN NN OINNY NN
YD NN SNV VYN DY

IO MYNNPNA YTINON NNVIN 12257 NNYPNN MDIWYNI MDY I DI NN
DY TRDN DINNHNN PYDA ITIN MNP (Audit Log) mdws

Y3 0X2 DR-1 9NN2 D) XDN 191N DYPN — 1IN YR NNVIX

95PN NYRYR/WRYN NYSIND NONN NN YD NI T — POD 10N WNY
MOIWNNI NNRXY NOND NN DY NN NTIND NWIITN, NN DY DX MINMPO

NN DY IR TPPOYN IMII NNDNA DP¥ANT NWY NINIY MINK NPNINIV N
.DYWNN DPRY DINN DININY HNIY NIVWNI NYPN Y10 NNOT YD

MNYPN BNV HNVLIN

.10.5.1

.10.5.2

.10.5.3

.10.5.4
.10.5.5
.10.5.6
.10.5.7

.10.5.8

.10.5.9

.10.5.10
.10.5.11

DYNYVN DIDIDNM PIAD T PIAT,JOIV PIND NYPP INVAINY NIIWNN PNV
.9ya o¥v1pnn Best practice -n 55 »95
NN MNAN 5351557 TWUR ,0XNIVN 552 DIIRNND NNVIN FYNNN PPN’ NIND

ININM YR NNVIX DIVLO NIPIAD NIIYNY TPNTT MNIN NYINY DIP-PVIN
PXININP MNY A

NINSIM NDIDN 292Y ,7NTY 1IN 192 INVAINY NIIWNN DN NXPN MITHY
PN TN

GMIVNIA 1IN MY ITTIVY 29D ,0MIPNRD YT NNVIN SYSNN NN DINN’ NOND
DYDY YN HNIY DLV DY

P2 (Audit Log) m9iys 191 MmysnNa NoIynn NIwa My 55 Tynd Nonn
.Y TRDNA OIRNNN YDA TTINN ININ

Y8 OXADR -1 9nNa D) XON 19INT DV — NI YHN NNVIN

SNVIIND JOIND MN2)ND NPT NN JONK? NONN

.10.6.1

.10.6.2

.10.6.3

.10.6.4

.10.6.5

.10.6.6
.10.6.7

.10.5

.10.6
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NPNPIVIN NNVIN

95 110 ,PIva 019 best practices »95 INVIIN NN MY NPXPIVIND
.OWASP 55

SQL 5 moya Xy pHTY TP NITHN NYMIND NP NPIPIDAND 95
NIOIN , NN N DINMHN MTHY ,NIIYNN SNV NIAY M1 1) injection, XSS
.DYPODN HEN PN TWN NXPN NNIM ,HNIY NIVWN JPIINY 510N
YINOY MYNNNI INA,TIPA DTNVAN DY MYNNKI YSINN NPNPIDAND NNVIAN
manan dv 1w N Application Firewall (WAF) -2

MPY NIY NINNI NOIYNI DN °2,0IW1N NMININIVY NN NNVIND NININD
.(Browser) 19797 n1xn2a x (EXE)

GMWYNIA NNNHOYYITTIPY 29D ,DXNPNY YNN NNVIN SYNNIN NN DR NN
YD Nyn ONIW NIVYH DY

YN NI NVIND ,NIIYNI OPPN INDN YTNN NTN PINND NN IND NONN
N2IVY IAYINN YTNRN PAD NONN DY DY NMIMPY 121,00V DOPID P2 RoN
INIW NYVWN

Audit ) M 191 MYSNNI NIIYN NPIN THDVPIYIN MDY I DWW NONN

Y TR0 DINNNN PYDI TN IMKN 1PN (Log

AN MNINY OI0N NIOXN

.10.7.1

.10.7.2

.10.7.3

.10.7.4

.10.7.5

.10.7.6

.10.7.7

19XIN HVMNAN MMP 5930 IN,DYPADY NINN PA,NNYPNN DV NNIAYN DD
.DMVITIVD MANT FYNNIN MYNNNI

Y2559 NIYYNNI ON P2, 0UPN T NYXIAN MIAXNN NPNTNOV NN VI YN
.88l V3 n1n12 — 297972 MY21IPHRN NNoxn Mysnra N, VPN

D3 V19 SSI-V3 WNIIN DNIY,NNYPNI MIONNN 1IN WNINI TXID VI YINNN
.8sl-v2-5 fall back yai 735

SVMNAN DI NNP YHNWN NMT NN

DV MYNNNI 7PN WEbgUi pwnn MysnNa NNMYPNL DYTTSN MNT NN JIIN
MYNNNI D) IRIY NIVWNA NN 297 IN/ PADN NN 29D RPDID) WHRNWNH
(YIPOTI,TA92 PIN NN

MYSNHNA 7PN Webgui pwnn MysSNX NNIYPNL DXTTNN MNT NN PINID
IRYS-TN RNHDO NONHNOV MmysnNa factor authentication 2 — pin "
1292 OTP — One Time Password

MYNNNA 7P PO MIIYNRY MY VPN n1Iwpna o 1780 Mnt MmN )0

POV NPOHNLIT MTIVN MysnNa factor authentication 2 — 7252 pin "
.2001 N7DWUNN NMYIVPON NDINN PIN 295 NYWNN DIN T DY

.10.8.1

.10.8.2

.10.8.3

.10.8.4

.10.8.5

.10.8.6

.10.8.7

.10.7

.10.8
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PN ,PINN NN NN WHNND YSIN IMYNNIND ININOVN TN NN VID W8N .10.8.8
DPNYS-TNN RPDDION TIVND D10 Wnnd 1891 (1) 991902 Mo o9

NN DNND Y 1ND) NP2 IN NPINN IIIND DONYON DOVNNYN WNND v DN .10.8.9
SSL v 7m ,0on ©v15 N ,OTP »y mnTin 9951w ,nNVaNN NYONN
.VPN

3 P99 1495 YIRS 1PN MWIT DY NNY MINNDION D117 3 PN XTI Wi .10.8.10
TN NYINY NAINNN NPTN ,NNDD PHIN 22D, NN NN NINHDID MY
TP MINPDID DY
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